DevAl Suite — Security White
Paper

Executive Summary



includeSubDomains

1. Govern — Security Program &
Accountability

» Security policy authoring and review (annual cadence; ad-hoc on
incident).

* VVendor risk reviews and subprocessor onboarding decisions.



* Incident response coordination.
* Audit and certification programme management.

* Customer security questionnaire responses.

is platform admin



* Background checks for personnel handling regulated customer
data.

* Confidentiality agreements signed at engagement start.
* Onboarding includes security awareness training; annual refresh.

* Access provisioning follows the principle of least privilege;
quarterly access review.

* Offboarding is automated where possible (5SSO de-provisioning,
secret rotation, repository revocation).



2. ldentify — Asset Management & Risk

. devai-api (FastAPIl backend), devai-web
(Next.js frontend), devai-admin (admin/billing), devai-landing
(marketing site). All deployed to Fly.io (Frankfurt FRA).

. Fly Postgres ( devai-db ) for all relational data
including audit logs; Cloudflare R2 buckets devai-suite-prod
(global templates, no customer data) and devai-tenant-docs-prod
(per-org documents).

. Redis (rate limit, ephemeral); Inngest
(background-job orchestration).

. see §6 Vendor Management.

subprocessor-list.html



— single point of failure for the
database tier; mitigated by 5-day point-in-time backups +
documented restore. Migration to multi-region or Fly Managed
Postgres is on the roadmap as customer scale justifies.

— Al Coordinator depends on third-
party model APIs (Together Al as the default provider, with
Anthropic and OpenAl on elevated/fallback lanes); fallback chain
configured, no single-provider lock-in.

— pgvector schema is fixed at
Voyage Al voyage-3-large 1024 dimensions; provider or dimension



rotation requires a coordinated re-embed of the corpus
documented in the DR runbook.

. — credential stuffing, account takeover,
injection, SSRF, supply-chain compromise.

. — attempted cross-tenant
data access via APl enumeration, RAG poisoning, LLM prompt
injection.

. — over-privileged engineers, departed personnel.

. — subprocessor breach affecting our
data.

3. Protect — Controls

ALTER TABLE deliverables ENABLE ROW LEVEL SECURITY;

CREATE POLICY tenant isolation ON deliverables
USING (org id = current setting('app.current org id', true)::int);




app.db.tenant.set tenant context

org id
voyage-3-large
org id
max -
age=31536000; includeSubDomains preload
DENY nosniff

integration connectors.credentials json

DEVAI CREDENTIALS ENCRYPTION KEY

docs/runbooks/disaster-

recovery.md



* Email/password — passwords are hashed with PBKDF2-HMAC-
SHA256 (passlib cryptContext ), with a per-password random salt
and iterated key stretching; bcrypt hashes from legacy/migrated
accounts remain verifiable. Password history is not enforced;
minimum length is 12 characters with complexity requirements
(configurable per-org).

* Google SSO via OAuth 2.0.

* Microsoft Entra ID SSO via OAuth 2.0 / OIDC, defaulting to the
organizations tenant (work/school accounts) — personal MSA
accounts are blocked by the is business domain gate.

* SSO-only users have NuLL passwords and the password-login
route refuses them rather than offering a leaky fallback.

/auth/mfa/verify /auth/mfa/

status

ensure_permission(db, user, resource type, action, org id)

policy decisions

HttpOnly;

Secure; SameSite=Lax localStorage



verify turnstile token error-codes

* OWASP ASVS Level 2 alignment is the baseline.

* Input validation via Pydantic schemas at every API boundary;
type strictness enforced at compile time with mypy.

* ORM-only data access (SQLAIchemy); no string-concatenated
SQL.

* HTTP responses carry strict security headers (HSTS, X-Frame-
Options=DENY, X-Content-Type-Options=nosniff, Referrer-
Policy=strict-origin-when-cross-origin). CSP is on the roadmap
and gated behind a thorough testing pass to avoid breaking the
Al Coordinator embeds.

* SSRF defense: outbound HTTP from the application is bounded to
a known allowlist of provider hostnames; arbitrary outbound is
not permitted from request-bound code paths.

* Output encoding: React (web app) and Jinja2 (admin) auto-
escape; explicit dangerouslySetInnerHTML usage is grep-scrubbed in
Cl.



All RAG-
retrieved content is delivered to the LLM in a clearly-delimited
“context" block; instructions in retrieved documents are scoped
against the system prompt and post-filtered for known jailbreak
patterns. Tool-calling proposals are surfaced for user review
before execution (the AlProposal lifecycle).

No customer data leaves the
platform's tenant context except as part of an LLM inference call;
the Al provider's data-handling clauses are reviewed at vendor
onboarding, and per-org opt-in is required before sending data to
providers that retain it for training.

Per-org and per-user quotas (configurable;
default conservative). The public demo sandbox enforces a 10-
message Al Coordinator quota per session.

Phase 3 of the platform's Al track
introduces per-tenant LoRA adapters trained on the org's own
data only. Adapters never cross tenants; the inference router
selects the right adapter by org id before calling the model
server.



integration connectors.credentials json

4. Detect — Monitoring & Audit

app.core.logging filters.PIIScrubFilter

docs/
runbooks/
disaster-

recovery.md



org_security audits

* Authentication: login, logout, MFA enrollment, MFA challenge
result, password reset, SSO bind/unbind.

* Authorization: role grants, role revocations, permission denials.

* Data access: PPAP submissions, FMEA edits, Al proposal accept/
reject, integration credential read/write, sandbox toggle.

* Org lifecycle: creation, deletion request, deletion cancellation,
conversion from demo.

/livez  /readyz

X-RateLimit-{Limit,Remaining,Reset}



5. Respond — Incident Response

docs/runbooks/disaster-recovery.md

1. Confirm impact via /readyz .
. Probe Fly machine status and recent logs.

. Triage the failure class (DB / Redis / app bug / Fly infra).

A W N

. Post status page update before fixing — sets customer
expectations.

Ul

. Mitigate per the relevant runbook section.

6. Communicate to affected tenants directly.



security.txt /.well-known/security.txt

6. Recover — Disaster Recovery &
Continuity



docs/runbooks/disaster-recovery.md

. Stop the API to prevent split-brain writes.
. Identify the snapshot ID before the corruption window.

. Restore as a new Postgres app (do NOT overwrite in place —
preserves the original for forensics).

. Validate against business-metric baselines.
. Repoint DATABASE URL to the restored cluster.
. Bring the API back up.

. Smoke-test via /readyz and the per-provider health endpoints.

publish global library

devai-api-stg-pg



7. Vendor & Subprocessor Management

* Data residency (where they store our customer data).

* Contractual posture: DPA, SCCs (for non-EEA processors handling
EU personal data), liability terms.

* Security posture: published certifications (SOC 2, ISO 27001),
public security pages, breach history.

* Operational dependency: criticality to the service, ease of
switching.



7.2 Current subprocessor list (excerpt)



Compute (app + EU (Frankfurt) SOC 2 Type II; I1ISO

workers) 27001-certified
datacenters

Managed EU (Frankfurt, SOC 2 Type ll, ISO

PostgreSQL + aws-eu- 27001:2022, ISO

pgvector (tenant central-1) 27701

data at rest)

DNS, R2 storage, EU / global SOC 2 Type I, ISO

Turnstile edge 27001, ISO 27701,
PCl DSS

LLM inference us SOC 2 Type ll, ISO

(default) 27001:2022

Document us DPA in place; SOC 2 /

embeddings (RAG) ISO 27001 to confirm
(MongoDB company)

LLM inference us SOC 2 Type ll, ISO

(Claude), elevated 27001:2022, I1SO

lanes 42001

LLM inference us SOC 2 Type ll, ISO

(GPT), configurable 27001

fallback

Billing & payments us, EU SOC 1, SOC 2 Type I,
PCI DSS Level 1, ISO
27001

Transactional email us SOC 2 Type Il

Error tracking (PII- us SOC 2 Type I, ISO

scrubbed) 27001

Background job us SOC 2 Type Il

orchestration



/subprocessor-list.html

8. Secure Software Development Lifecycle

* Single canonical repository on GitHub.

* Branch protection on main : required PR reviews, required status
checks, force-push disabled.

* Pre-commit hooks: lint, type check, secret scan.

* Cl on every PR: full test suite (currently ~3,000 tests across
smoke and full tiers).



main

staging

* GitHub Dependabot enabled; weekly PRs for security advisories.

* Manual review of every dependency update; security-relevant
patches land within 7 days for high-severity advisories, 30 days
for medium.

* No outdated framework majors: Python 3.11 (Cl canonical), Node
20+, FastAPI / Pydantic / SQLAlchemy current.

alembic upgrade head



--confirm

* Type checking is the primary static-analysis tool (mypy + tsc
strict).

* flakes for Python style.
* ESLint for TypeScript.

* A future SAST integration (Semgrep or similar) is on the SOC 2
roadmap.

validate production config(settings)

* A required production secret is missing.

* STRIPE LIVE=true is set but the Stripe key is not an sk live key
(live-mode mismatch).

* Other invariants required to avoid unsafe states.



9. Data Handling

* Right to access — full export of the customer's data on request.

* Right to deletion — within 30 days, with confirmation to the
requester.



* Right to rectification — handled via the platform Ul by org
admins.

* Right to portability — JSON export aligned with the same export
contract as access.

* Right to object / restrict — handled per the DPA's processing-
purposes table.

e Standard Contractual Clauses (SCCs) included in the DPA.

* Supplementary measures where required (encryption-in-transit,
no plaintext logging at the provider).

10. Al-Specific Considerations

* The user's prompt (system prompt + user message).
* Retrieved RAG context (user's own documents only).

* Per-tenant adapter pointer (Phase 3 inference router only —
never an adapter from another tenant).

e Other customers' data.

* Internal application secrets, APl keys, system credentials.



* The customer's authentication tokens.

ai training opt in

1. Al generates a proposal (FMEA row, dashboard tile, document
classification).

2. Proposal is stored with status=draft and surfaced to the user.

3. User reviews and explicitly accepts; rejection is also recorded
with optional correction text for tenant-learning.

4. Only on accept does the platform commit the change to customer
data.

* Training data for each adapter is sourced exclusively from one
org's tenant learning events rows, scoped by RLS.

* Trained adapters are tagged with org id and stored in
HuggingFace Hub under the organisation's namespace.

* The inference router selects the active adapter for the request's
org id before dispatching to RunPod / Together; cross-tenant



adapter selection is impossible by design (tested in the Phase 3c
wiring suite).

* Demo orgs ( is demo=True ) and sandbox orgs ( is sandbox=True ) are
excluded from training corpora.

11. Customer Responsibilities (Shared
Model)

. adding, removing, and reviewing authorised
users in their org. Disable departed users promptly.

. strong passwords; MFA where the org
policy permits it; not sharing credentials.

. enabling allowed-email-domains, MFA
enforcement, and the data-residency settings appropriate for the
customer's compliance posture.

. assessing what data they choose to upload
to the platform. The platform is suitable for typical APQP/
manufacturing data; customers with stricter classifications
(export-controlled, classified, etc.) should consult before upload.

. Al-generated outputs must be reviewed
before being relied upon for regulated decisions (PPAP
submissions, customer deliverables, etc.). The Al Coordinator's
confidence indicators are a starting point, not a substitute for
SME review.

. rotating their own credentials for
connected systems (Salesforce, SAP, ERP, MES) per their internal

policy.



12. Contacts

13. Document control



docs/security/WHITEPAPER EN.md

docs/security/
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